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CYBERSECURITY
IS NOT EITHER 
A PROBLEM OF 
MEANS

The others

CrowdSec

800K records
57000 users

500K accounts

5.2M accounts

Tens of 
thousands of 

emails servers

9M accounts

142M accounts

267M records

32M accounts
high profile hack

$80M

83M accounts

solarwind



Time

Time between vulnerability 
& patch, intrusion and 

detection, safe and … sorry.

Money

Hackers use stolen servers, and 
(mostly) free tools. According to 

Deloitte, Cyber criminals don’t even 
need 1% of your budget to attack you.

Perimeter

Shadow IT, Cloud, SaaS, VPNs, 
cloud drives, Containers, and VMs 
created an uneven security level 

across the perimeter. Supply chain 
attack.

Their unfair 
advantages

CrowdSec

https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/deloitte-announces-new-cyber-threat-study-on-criminal-operational-cost.html
https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/deloitte-announces-new-cyber-threat-study-on-criminal-operational-cost.html


The “Castle strategy”, 
like the walkman, 

belong to the 80’s
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CrowdSec

Reputation can & Crowd is the key to it

Since IT ressources are scattered across

Let’s help them assess who to trust in millisec
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Local IPS
Global CTI

BUILDING THE 
“WAZE OF IP 

REPUTATION”

Already organizing the fight 
back in 155 countries… in 15 

months.



Massively 
      Collaborative 
            IDPS
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yoursours

2 3 41

Sharing with the 
community creates a 

worldwide CTI

Connect the data 
source you want

The IDS detects threats 
based on behavior 

scenarios

The IPS clean them 
where & how you want

community $_
File, Syslog, Kinesis, 
journald, Cloudtrail, 

SIEM, etc.

Reputation
Behavior

IDS IPS CTI



7BEHAVIOR ENGINE = 
CYBERSEC HYGIENE

Nowadays, everything generates 
logs and if you can describe the 
behavior you look for, CrowdSec 

will find it.

Credentials
Brute-forcing

XSS, SQLi, & 
Php-based

armageddons
Port scans Web scans

Credential or 
credit card 

stuffing

Bot 
Scalping &
Scraping

Targeted
attacks

21 22 23 25 80

L7 DDoS 
(Applicative)

Ransomware
(lateral move)

Resource 
abuse



da

API-driven
Allows complex setups

Ops friendly
Observability & IAC 

DevOps friendly
Helm, serverless etc.

Scales
Logs are great for sharding. 
CrowdSec too

Portabilité
Debian/RPM/Docker/FreeBSD/
Windows
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2 3 4

ContainersLinux distributions Windows ?!! BSD

Run 
      (nearly) 

everywhere 

1
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2 3 41

ApplicationsProviders Network

Bouncing 
      At every level 

iptables/nftables/pf/win

BGP

Servers



Free. Forever. Period.
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01 OPEN SOURCE (MIT)

02 FREE (to use, copy, modify)

CrowdSec

MIT license. 
As free as it can be

Transparent, 
auditable and 

trustable.

Opened to 
contribution

We monetize 
access to CTI for 
those not sharing

$

Give… And thou shall receive.
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Timestamp

Offending IP

Behavior

We only 
collect

We only
monetize

Fleet features

Self monitoring
 & Forensic

API access (only for 
people not sharing)

CrowdSec

YOUR LOGS ARE 
*NEVER* EXPORTED

YOU CAN CHOOSE 
NOT TO HAVE ANY 

ONLINE DEPENDENCY
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CrowdSec

Time dependant

BAD IP?
Context is key

> A malicious IP was once clean
> It’s rogue only when a criminal owns it
> We detect it through its activity 
> And it will be cleaned one day by its owner

Each�IP�is�refreshed�every�72�hours�max



There is no fire without smoke 14
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Whitelist
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Predictive Alg

TR
99

TR
99

TR
99

TR
99

TR42 TR7 TR71

Honeypot (TR100)

Smoke database
Fire database

Consensus chamber



A demo?

~$ time



http://www.youtube.com/watch?v=06ZP7DHkR8E&t=8


http://www.youtube.com/watch?v=dkJxEOWnxEw


http://www.youtube.com/watch?v=E3npOjIHSDA




SAFER TOGETHER
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https://crowdsec.net

CrowdSec


