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Introduction to 

Quantum Technologies



What are Quantum Technologies?
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Quantum 
Computing

Quantum 
Communication

Quantum 
Sensing

When we harness Quantum Mechanics properties…

Computational
Calculation

Secured
Communications

Sensors and 
detectors

…to enhance today’s Technologies…

…we get Quantum Technologies:

Quantum 
Superposition

Quantum 
Interference

Quantum 
Entanglement



Insight on Quantum Computing
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Source: MITxPRO



Quantum Computing Applications
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Source: IBM



Understand the 

Quantum Cyber Threat



Quantum Computing Threat on Cyber-Cryptography
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Symmetric 
Cryptography

Asymmetric 
Cryptography



How to break RSA encryption?
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Classical computers have been able to break
RSA protocols up to RSA-250 (829 bits keys
equaling 250 decimal digitals)

*Each logical Qubit (stable Qubit) 
equals 100 to 1000 physical Qubits 
(unstable Qubits)

Factorization is key to 
breaking RSA encryption 
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2 large prime numbers 
p and q

n = p * q

Choose e where
1 < e < z

z = (p -1)(q -1)

d = e-1mod(p -1)(q -1)

Bundle Private key pair (n, d)

Bundle Public key pair (n, e)

Encr. cipher = m * e mod n

Decr. plaintext = cipher * d mod n

How does RSA encryption work? ✔ General Number 
Field Sieve

✔ Quadratic Sieve
✔ Lenstra Elliptic 

Curve factorization



Shor’s Algorithm at work
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Select a prime number N to factorize. (ex. N=15)

Chose a random number k between 1 and N (ex. K=7)

R == 1 ?

Find GCD(N, k)

Find the smallest integer r such as: f(x) = kˣ mod N, 
then f(a) = f(a+r)

Define a new variable q=1

Step 1

Step 2

Step 3

Step 4R 🡸 (q * k) mod N

GCD == 1 ?

No

No

Yes

Yes

q 🡸 R

R even ?
No

Yes

Step 5

p 🡸 Remainder in r/2

r 🡸 r+1

r 🡸 0

p + 1 == N ?

Step 2

Yes

Step 6

f₁ = GCD (p+1, N)

f₂ = GCD (p-1, N)

Step 5

Step 4 is performed 
by a Quantum 

Computer



Quantum-based 

Mitigation Options

(Quantum Communication)



Quantum Key Distribution (QkD)
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Quantum key distribution (QKD):
● secure communication method for

exchanging encryption keys only
known between shared parties;

● based on properties found in quantum
physics;

● uses a quantum system to protect the
data, rather than relying on
mathematics.

Advantage: The no-cloning theorem states
that it is impossible to create identical
copies of an unknown quantum state, which
prevents attackers from simply copying the
data in the same manner that they can copy
network traffic today. Additionally, if an
attacker disturbs or looks at the system, the
system will change in such a way that the
intended parties involved will know.



Challenges & Promises of Quantum Communication
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Integration of QKD systems into 
current infrastructure

Difficulties in implementing 
infrastructure for QKD

Distance in which photons can 
travel

Quantum Internet

CHALLENGES

PROMISES



Quantum-proof 

Mitigation Options

(Post-Quantum Cryptography)



NIST Post-Quantum Cryptography Initiative
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Evaluate, and standardize one or more quantum-resistant 
public-key cryptographic algorithms

▪ 5 years ago NIST initiated a project seeking “to solicit, evaluate, and 
standardize one or more quantum-resistant public-key cryptographic
algorithms.”

▪ Currently in fourth round
▪ Even if one of NIST ‘finalist’ solutions is fully developed, tested and proven

effective, it can never be fool-proof.



Challenges of PQC Migration
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PQC protocols efficiency
toward Quantum Computers

PQC protocols adequacy to 
applications

Hardware implementation 
security issues



Timeline(s)

& Regulations



Forecast & Migration Timelines
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ANSSI views about PQC Transition - 2022
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ANSSI, January 4, 2022
https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-cryptography-transition/



Update on ANSSI views about PQC Transition - 2023
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ANSSI, August 29, 2023
https://www.ssi.gouv.fr/uploads/2023/09/follow_up_position_paper_on_post_quantum_cryptography.pdf



PQC Migration

Roadmap



Roadmap to Quantum-Resistant Cryptography
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OUR FRAMEWORK 
TO ENHANCE YOUR QUANTUM RESILIENCE Quantum Cyber 

Risk Assessment
Quantum Cyber 
PQC MigrationQuantum Cyber 

InventoringQuantum Cyber 
Strategy Planning

Quantum Cyber 
Awareness

Quantum Vulnerable

Quantum Aware

Quantum Planner

Quantum Safe

Uninformed or vaguely 
informed about Quantum 
basics and cybersecurity 
threats

Well informed about Quantum
cybersecurity threats and 
possible mitigation solutions

Quantum cybersecurity plan 
defined, and Quantum resistant 

solutions selected to be adopted

Quantum resistant solutions 
successfully adopted and 

implemented in production

Maturity 
level 
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