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() INTRODUCTION

This presentation delves into
leveraging YANG and GitOps within
a Platform Engineering framework
from SPITZKOP Sovereign
Network Automation Platform

(SNAP), to revolutionize network
automation, addressing current
challenges, showcasing practical
solutions, and exploring future Al
integrations.




SPITZKOP SNAP (Sovereign Network
Automation Platform)

Transforms network operations from manual, error-prone processes into declarative, policy-driven

automation.
o
Core Capabilities & Benefits Differentiated Workflow
o Built on open standards (YANG, GitOps, e Manages multi-vendor infrastructures
NETCONF) « Single, Git-based workflow
* Vendor-agnostic network automation e Built-in validation and audit trails
o Validates every configuration change o Al-assisted optimization

Enforces compliance policies  Eliminates need for vendor-specific expertise

Delivers 90% error reduction

Achieves 10x faster deployments

Sovereign & Market Focus

Europe's first sovereign platform

Addresses the €55 billion European market
GDPR-compliant and data-resident solutions
Eliminates vendor lock-in

Provides enterprise-grade governance, security, and scalability

SNAP doesn't just automate networks — it transforms them into intelligent, self-validating infrastructure

that adapts, learns, and evolves.




The €1.1M Problem: Why Network Operations Are Broken

Current State - Manual

Market Opportunity

€55B EU Market Sovereigh Solution Market Leadership Exponential Growth




From 'Pray & Deploy’ to 'Validate & Automate’

SPITZKOP SNAP Approach

Git Commit

}

YANG Validation

+

Policy Check

+

Automated Deploy

+

Drift Detection

Traditional Approach

Manual SSH

'

Copy-Paste Config

|

Pray & Deploy

¥

Manual Verification

¥

Error Recovery

The Certainty of Validation-First
Automation

The difference is profound. The Traditional approach asks: “Will
this work?” In contrast, the SNAP approach declares with
confidence: "This will work.” That's the power and assurance that
comes from validation-first automation.




Meet SNAP: The Platform That Makes Network
Automation Actually Work

Developer Experience

Bridging the Gap

SNAP unites developer experience with

infrastructure reality.

SPITZKOP SNAP Platform

Developer Experience
— Network Engineers use VS Code, GitLab,
p and Git for a single source of truth.

SNAP Platform Core

YANG validation, GitOps automation,
policy compliance, multi-vendor support.

Deployment Engine
Multi-vendor Support

Cisco Devices

Vendor Agnostic

Monitoring

B Supports Cisco, Juniper, Arista, Nokia, and

more — SNAP speaks their language.
Audit Trail

Continuous Feedback

& Remediation

Monitoring, audit trails, and drift
detection enable intelligent adaptation.

Empowered Engineers

Network engineers work their way with
validated, automated, auditable changes.



SNAP High Level Design Architecture

SNAP Control Plane
(Cloud-Hosted Platform)
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Located: Customer data centers, offices, branches




How YANG Prevents the €300K Typo

Network Change Request

Edit Device Inventory
inventory/devices.yaml

Git Commit & Push

Constraint Validation
Policy Enforcement

Configuratiag Generation

X Validation

Device Configurations
Cisco, Juniper, Arista

Manual Approval
Required?

W

Low Risk High Risk

v v

Automated Deployment Manual Review & Approval

&

00
o0

The €300K Typo

SNAP prevents the "“€300K typo' — that single
character mistake that can bring down your
network.

Engineer Initiates Change

A network engineer edits the device inventory file
and commits to Git, initiating the process.

Automated Validation Pipeline

A robust validation pipeline immediately checks
for errors, preventing them before deployment.

If any step fails, the change is rejected,
safeguarding the network.

Configuration Generation &
Preview

If validation passes, Jinja2 templates generate
multi-vendor configurations. Engineers receive a
preview to review the diff.

Deployment Decision

Low-risk changes deploy automatically, while
high-risk changes require manual approval for an
extra layer of control.

Deployment & Feedback Loop

Changes are deployed to devices, followed by
verification testing and continuous monitoring.
This creates a critical feedback loop:

Proactive Automation

This process transforms network operations from
reactive firefighting into proactive, predictable
automation.



The Lab That Proves It Works: Our Live Demo Environment

Management Network

GitLab Repository
Source of Truth

SPITZKOP SNAP
Controller

Conﬁguration'

Spine Layer

Spine-01
Nokia SR Linux

Configuration Cnfig[xratfun Configuration Configuration

Spine-02
Nokia SR Linux

Border-01

: o ; Telemetr
Access Switch Access Switch Access Switch Edge Router Y

Host-01 Host-03 Internet »| Monitoring
Finance VLAN i i Guest VLAN External Services Dashboard




GitOps for Networks: When Infrastructure
Becomes Code

Source Control CIPipeline

Post-Deploy

ipeline

3
L SOURCE AND CI PIPELINE
Commit triggers G
B pipeﬁngeg >| CICD Pipeline
A\ >
Run pyang and @ \
p e e Q) POST DEPLOYMENT CHECKS
\ If drift detected,
> update repository - Ry Check for Gl
L mplian
(E/ VERIFICATION AND DEPLOYMENT Drift Detection compliance and | e
CVEs Scanner
o Validated Deployment Push config to ( \_ _
Validation Layer configuration Layer | devices




The GitOps Architecture

Git Repository Validation Drift Detection

YAML inventory and YANG Using pyang and Comparing desired vs actual

models stored in version state
el custom schema checks

() . v =5

)

9,

CI/CD Pipeline Deployment Compliance

GitLab CI for automated Via Netconf to virtual lab Scanning for CVEs and
testing and deployment devices security issues

This architecture embodies Platform Engineering principles by abstracting complexity, enabling self-service, and providing
reusable automation components.



Demo preview - NetBox Device Inventory

Devices

Results (@& Filters

NAME
dmi01-akron-
dmi0
dmiQ1-albany-rtro1
dmi01-alb

dmi01

dmi01-buffalo-rtr01
dmi01-buffalo-swO1
dmi01-c an-pdu01
dmil m -rtr01
dmi01-camden-sw01
dmi01-nashua-pdu01

dmi01-nashua-rtrO1

pdu0?

dmi01-pittsfield-rtro1

TENANT
inder-Mifflin, Inc.

Dunder-Mifflin, Inc

Dul r-Mifflin, Inc.

inder-Mifflin, Inc

Dunder-Mifflin, Inc.

Dunder-Mifflin, Inc.

Dunder-Mifflin, Inc

r-Mifflin, Inc.

r-Mifflin, Inc.
Dunder-Mifflin, Inc
nder-Mifflin, Inc

er-Mifflin, Inc

r-Mifflin, Inc.

r-Mifflin, Inc.

Dunder-Mifflin, Inc.

Dunder-Mifflin,

ifflin, Inc

Dunder-Mifflin, Inc.

der-Mifflin, Inc.

Dunder-Mifflin, Inc.

r-Mifflin, Inc.

der-Mifflin, Inc

Dunder-Mifflin, Inc

nind

£ Configure Table v

LOCATION RACK MANUFACTURER TYPE IP ADDRESS

Comms 200-48P
AP7901
ISR 1111
DM-Alb:

-Binghamton closet
DM-Binghamton
DM-Bingha
DM-Buffalo AP7901
Comm Router ISR 1111-8P

59200-48P

DM-Camden

den

DM-Camden

Comms closet

loset

DM-Ro




Demo preview - NetBox Device Configuration Interface

Devi f Akron

spitzkop-snap-rtr01
C ed 2020-12 t

Device

Device Management
Region th Ame |/ Ohio Status ve
Site DM-Akron Role Router
Location Platform Cisco 10S
Rack Comrr Primary IPv4
ition U4 | Front Primary IPve

Out-of-band
GPS Coordinates Out-of-band IP

Tenant

Device Type

Mifflin, Inc.

1111-8P (1

Application Services

+ Add an application s

NAME PARENT PROTOCOL PORTS SCRIPTION

Description — No a| 0 found —
Airflow

Images + Attach an image
Serial Number 9 g

IMAGE I DESCRIPTION
Asset Tag

e ts found —
Config Template

Dimensions

Height

Weight

Comms closet

Virtual Device Contexts o] 1 dmi01-ak
NAME IDENTIFIER STATUS TENANT IP ADDRESS

nt found —




Demo preview - NetBox Configuration Template

Add a new export template

Create

Export Template

Object types*

Description

Template code

Data Source

Data source

Auto sync enabled

Enable auto

Rendering

MIME type

File name

File extension
Add Another




Demo preview - NetBox Change Tracking/Audit Log

Change Lo
Results @3  Fil
% Configure Table  ~

USERNAME OBJECT
nixmind Updated spitzkop
nixmind Updated spitzkop-essingan-pdu01
demof Updated Inventory Item SFP_200 (test label11)
bid Created ASN AS65478
testing Created Config Context
demod Updated Inventory Item
admin Deleted Site Group <script>alert('XSs')</script>
admin Site Group cript>alert(‘'XSS'
bid Created Inventory Item SFP_.
bid Created Inventory Item P_200
adm78 Updated Export Template Export-tmp
adm78 Updated Export Template Trace multi-
adm? Created Export Template rt-tmp
adm78 Updated Export Template Trace multi-
Updated Export Template r Jlti-éta
adm78 Updated Export Template e multi-ét:
9 07:10 adm78 Updated Export Template
10-19 07:06 ad Updated Export Template e multi-ét
10-19 O adm78 Created Export Template e multi-+
mario.rossi Created Power Port
mario.rossi Created Power Port PsuU2
mario.rossi Created Power Port PsU1

mario.rossi Created Power Port PSUO

[ vpaatea |
[ Upcated J
[ Updated |
e
[ create ]
[ Updated |
[ Dottea ]
[ created ]
[ croate )
[ Upcatea ]
{ Upcated ]
[ croate ]
[ Upoated ]
[ Upcated ]
[ Upaatea |
[ Upaated ]
[ Upaated ]
[ createa ]
cE
[ createa ]
[ createa ]
[ create ]




Demo preview - SNAP Sample YANG Model

engontangtOO1@FR_YWI9YPJI6KQ9 > 0SX
pyang -f tree yang-models/spitzkop-network.yang
module: spitzkop-network
+--rw devices
+-—-rw devicex [name]

|

| +--rw name string

| +--rw type device-type

| +——rw mgmt-ip inet:ipv4-address
| +--rw platform?  string

| +--rw role device-role

| +--rw site? string

| +--rw config

| +--rw hostname? string

| +-—-rw interfaces* [name]

| | +--rw name string

| | +--rw description? string

| | +--rw ip-address? inet:ipv4-prefix
| | +--rw enabled? boolean

| | +--rw mtu? uintlé

| +--rw bgp

| +-—rw asn asn

| +--rw router-id inet:ipv4-address
| +--rw neighborsx [ip]

| +--rw ip inet:ipv4-address
| +--rw remote-asn asn

| +--rw description? string
| +--rw password? string
+--rw global-config

| +--rw ntp-serversx inet:host

| +--rw dns-serversx* inet:ipv4-address
| +--rw snmp

| +-—rw community? string

| +--rw location? string

| +--rw contact? string

+--rw compliance

+--rw security
| +--rw required-policies* enumeration
+--rw operational
+-—rw required-policies* enumeration
engontangtOO1@FR_YWI9YPJI6KQS > 0SX



Demo preview - SNAP Ad Hoc Check CVE

engontangtOO1@FR_YWOYPJ6KQ9 > 0SX
python3 compliance/scan-cve.py

i Starting CVE vulnerability scan...

] Scanning 1inventory/devices.yaml..

B Scanning yang-models/spitzkop- network yang.
® CVE scan completed. 0 vulnerabilities found.
ull Security report saved to security-report.json
} engontangt@O1@FR_YWOYPJ6KQ9 > 0SX

} engontangt@@1@FR_YWIOYPJI6EKQ9 > 0SX
bat security-report.json

File: security-report.json

1 {

2 "scan_timestamp": "2025-10-19T17:09:35.912467",

3 "scanner_version": "1,0.0",

4 "total_files_scanned": 2,

5 "vulnerabilities_found": 0,

6 "vulnerabilities": [],

7 "security_score'": "A+",

8 "recommendations": [

9 "All configurations follow security best practices",
10 "No known CVE vulnerabilities detected",
11 "YANG model prevents insecure configurations"
12 ]
13 }

} engontangt@O@l@FR_YWOYPJIGEKQ9 > 0SX



Demo preview - SNAP Ad Hoc Check Policy Violation

} engontangtO@O®1@FR_YWOYPJEKQ9 > 0SX

. python3 compliance/policy-check.py

Starting security policy validation...
Checking: Password complexity requirements
Checking: SSH key authentication enforcement
Checking: VLAN isolation policies

Checking: Access control list validation
Checking: Encryption protocol compliance
Policy check completed. © violations found.
Compliance report saved to compliance-report.json
engontangt001@FR_YWIYPJI6KQS » OSX

} engontangt®Ol@FR_YWOYPJIG6KQ9 > 0SX
bat compliance-report.json

File: compliance-report.json

1 {

2 "scan_timestamp": "2025-10-19T17:11:40.294446",

3 "policy_version": "2.1.0",

4 "total_policies_checked": 5,

5 "violations_found": 0,

6 "violations": [],

7 "compliance_score": 100,

8 "status": "COMPLIANT",

] "recommendations": [
10 "All security policies are properly enforced",
11 "Configuration follows enterprise security standards",
12 "YANG model ensures policy compliance by design"
13 ]
14 }

} engontangt®O@1@FR_YWIYPJI6KQ9 > 0SX



Demo preview - SNAP Ad Hoc Check Configuration Drift

} engontangt®B®1@FR_YWOYPJIEKQ9 > 0SX
python3 drift-detection/compare-state.py
Starting configuration drift detection...
Analyzing 3 devices for configuration drift
Checking device: spine-01 (arista_eos)
® No drift detected on spine-01
Checking device: leaf-01 (arista_eos)
® No drift detected on leaf-01
Checking device: leaf-02 (cisco_xr)
® No drift detected on leaf-02
Drift detection completed:
e Total devices: 3
e Devices with drift: 0
e Compliance: 100.0%
B Drift report saved to drift-report.json
} engontangt@O1@FR_YWOYPJEKQ9 > 0SX

[ IIP'

= ¥

} engontangt@O@1@FR_YWOYPI6KQ9 > OSX
B bat drift-report.json

File: drift-report.json

| {

2 "scan_timestamp": "2025-10-19T17:13:00.254904",

3 "scan_type": "manual",

4 "total_devices": 3,

5 "devices_with_drift": 0,

6 "compliance_percentage": 100.0,

7 "drift_results": [

8 {

9 "device": "spine-01",
10 "device_type": "arista_eos",
11 "drift_detected": false,
12 "drift_details": [],
13 "last_checked": "2025-10-19T17:13:00.254869",
14 "status": "compliant"
15 }s
16 {
17 "device": "leaf-01",

18 "device_type": "arista_eos",
19 "drift_detected": false,
20 "drift_details": [],
21 "last_checked": "2025-16-19T17:13:00.254893",
22 "status": "compliant"
23 },
24 {
25 "device": "leaf-02",
26 "device_type'": "cisco_xr",
27 "drift_detected": false,
28 "drift_details": [],
29 "last_checked": "2025-10-19T17:13:00.254899",
30 "status": "compliant"
31 }
32 1,
33 "summary'": "Drift detection completed: 0/3 devices have configuration drift",
34 "recommendations": [
35 "A1l devices are compliant with desired configuration",
36 "Continue regular drift monitoring",
37 "Maintain current configuration management practices"
38 ]
39 }

} engontangt0®®1@FR_YWOYPJI6KQ9 > 0SX



Demo preview - SNAP Ad Hoc Deploy to Staging

} engontangtOO1@FR_YW9YPJIEKQ9 > 0SX

python3 deployment/push-config.py --environment staging --dry-run
Starting DRY RUN deployment to staging environment...
Found 3 devices 1in inventory
Processing device: spine-01 (arista_eos)
® configuration validated for spine-01
Processing device: leaf-01 (arista_eos)
® cConfiguration validated for leaf-01
Processing device: leaf-02 (cisco_xr)
® configuration validated for leaf-02
Deployment report saved to deployment-report-staging.json
DRY RUN completed successfully - ready for live deployment
} engontangtOO1@FR_YWI9YPJIEKQ9 > 0SX

RN

' S

} engontangt@O@1l@FR_YWOYPJIG6KQ9 > 0SX
bat  deployment-report-staging.json

File: deployment-report-staging.json
1 {
2 "environment": "staging",
3 "deployment_type": "dry_run",
4 "timestamp": "2025-10-19T17:15:15.066144",
5 "total_devices": 3,
6 "successful_deployments": 3,
7 "failed_deployments": 0,
] "results": [
9 {
10 "device": "spine-01",
11 "status": "validated",
12 "changes": [
13 "VLAN configuration updated",
14 "Interface settings validated"
15 1,
16 "timestamp": "2025-10-19T17:15:15.066122"
17 },
18 {
19 "device": "leaf-01",
20 "status": "validated",
21 "changes'": [
22 "VLAN configuration updated",
73 "Interface settings validated"
24 1,
25 "timestamp": "2025-10-19T17:15:15.066136"
PAS T
27 {
28 "device": "leaf-02",
29 "status": "validated",
30 "changes": [
31 "VLAN configuration updated",
32 "Interface settings validated"
33 1,
34 "timestamp": "2025-10-19T17:15:15.066142"
25 }
36 1,
37 "summary": "Successfully validated configurations to 3 devices"
38 }

} engontangt®®1@FR_YWIYPJI6EKQ9 > 0SX

) gitlab.com &
Loading...



https://gitlab.com/spitzkop/frnog42/gitops-yang-demo

Platform Engineering Principles

1 Self-Service
2 Abstraction
3 Reusable Components

4 Industrialized Operations



Applying Platform Engineering Principles

Our GitOps pipeline for network automation embodies these Platform Engineering principles, helping to bridge the gap between DevOps and
NetOps teams while providing a scalable foundation for network operations.

DevOps Practices
GitOps & Platform Engineering
NetOps Integration

Enhanced Network Automation

By applying these principles, we create a system that enables network engineers to focus on intent rather than implementation details.



Al Vision - The Future of Intelligent Network Automation

ML Configuration
Best practices Learning Behavioral analysis

SNAP Core Platform

I Recommendations YANG Validation Engine Policy Engine
Al-enhanced constraints ML-driven compliance

Network Infrastructure

|
Cisco Devices |y, | AristaD:
Al-monitored ‘

AT Feedbiack Loop

Self-Heal
A4
Deployment Engine
® re rollouts

Nokia Devices
Al-monitored

Juniper Devices
AL-monitored

Intent-Driven Automation Advanced Al Intelligence

"Configure VLAN 100 on all spine switches for the new finance department.” The Al intelligence layer provides predictive analytics to warn of failures, anomaly
detection for real.

®

Continuous Learning Loop Roadmap to Autonomy

Every configuration change, performance metric, and incident feeds into a powerful The future of networking is intelligent, and it starts now with SNAP.
feedback loop.



Key Takeaways

YANG as Enabler

YANG can be a powerful enabler of
network automation when
integrated into GitOps pipelines

Platform Engineering

Platform Engineering principles
help industrialize network
operations

Al Future

Complementary Tools

NetBox/Nautobot are useful but
need complementary validation
layers

Al offers promising enhancements for future automation workflows



Thank You for Your Attention!

Questions & Discussion
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Connect with Us:

Email: contact@spitzkop.io
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