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82% 30-60s 12 2.9%

DDoS attacks were Attackers rotate Average number of DDoS attacks are
tactics to



Attagues par bombardement intensif:

* Les attaques par bombardement intensif répartissent le trafic a faible débit sur de larges plages
d'adresses IP afin de contourner les défenses traditionnelles par adresse IP.

Plus d’info

CARPET BOMBING TECHNIQUES INCLUDE SPRAYS, SPREAD SPECTRUM, PULSED AND SCAN ATTACKS.
Includes Sprays, Spread-Spectrum, Pulsed, Scans, and more. Presents detection and mitigation challenges.
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SPRAYS: SPREAD-SPECTRUM: PULSED:

« Attack traffic volumes directed at sequential IP « Attack traffic volumes divided across + Periodic or intermittent attack,
address (full rate to each IP - moving target) many IP address at once (small rate to repeating on some duty cycle

« Can also be aggressive scans/reflections reach IP - rate dilution)

https://www.corero.com/carpet-bomb-attacks-overloading-defenses/
https://www.corero.com/wp-content/uploads/2024/04/Corero_Threat-Intel-Report_2023_final.pdf
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Architecture Solutions: NetFlow vs Sample/sFlow

NetFlow Records aggregation delay
- header only
- attack overload
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<- variable, but typically minutes ->

.

Packet / sFlow
Samples
- header and payload < 1 second <1 second

- scales with attack
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Korero, en langue Maori = dialogue, conversation

Contact: Patrick Dravet

https://www.corero.com/
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