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Speaker Introduction

= 14 years in security

m Background as entrepreneur (Security

consulting group, ISP, professional software,
AS

mEounded Qualys, worldwide leader In

Mulneranbility assessment ASP

SMEdllinded Telecom Security Task Force 7
MEElES ago, research forum.



Agenda
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Review of digital telephony concepts
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The origins

= Phreaking is a slang term for the action of
making a telephone system do something
that 1t normally should not allow.

e ommunlcatlons security problems
Stated in the 1960°s when the hackers of
WMENtime started to discover ways to abuse
il telephone company.



But... what IS 1t?

= Discovery and exploration of features of
telecommunications systems



Blue Box

Steve Jobs and Steve Wozniak in 1975 with a b/uebox

#5 In-band signalling sends control messages over
ech channel, allowing trunks to be controlled



The end of the blueboxing era

S57 Netwaork

m Telcos Installed filters, changed
frequencies, analyzed patterns, sued
fraudsters

ihe new SS7 digital signalling protocol is
glit=0f-band and defeats blueboxing

& h Eulrope, boxing was common until the
elkly ni 'tles and kept on until 1997-1998

- m 2SI, | can still be done on some
Gatiiitries.



& current threats on the
- telecom backbone

« Fraud
= Blue Box
Internal Fraud

11, Europe: 112

=BElow much lost revenue is one | ¢
ghlinute of downtime?
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P21t century telecom attacks

= SIP account hacking
= Remember ”Calling Cards” fraud?

BSIenelling hacking directly on SS7 — SIGTRAN
evel

good old BlueBox?

BNERhearly but, the closest so far...



Example of SS7 Attacks

Theft of service, interception of calling cards numbers, privacy
concerns

Introduce harmful packets into the national and global SS7 networks
Get control of call processing, get control of accounting reports

@dpture of gateways, rerouting of call traffic
RliStuption of service to large parts of the network
@tlllprocessing exposed through Signaling Control Protocol
ARBIOUncement service exposed to IP through RTP

BISElosure of bearer channel traffic
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elephony 101

fielep ha ny switches speak out-of-band SS7 signalling
SUEECH and data convergence Is increasing

w\/uu .growmg (SMS, MMS, packet data,
WUAN Integration, etc.)

ValP and re h! d technologies (SIP, IMS,
B Lk{\LLLL{ { > :-1~. 12



Backbones Organization

Class 5 . o ) _
Switch S5P | o

Clazs 5
Switch S5P
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' SS7: The walled garden

. From a customer perspective

= Wikipedia: “Walled Garden - Mobile Network
Operators (MNOs). At the start of 2007, probably the
best example. MNOs manage closed networks - very

- _hard to enter the garden, or leave the garden, especially
- as It pertains to Internet, web services, web
applications. Fearful of losing customer and brand

BRElitalso from a technology perspective
BNQS| : Open Protocol - Proprietary Stacks

BN@losed OSI network, IP management network
14



SIGTRAN: From SS7 to
Atacking SIGTRAN
QeA

BEh - BYOL
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Opening up

St

TRAN (SS7 over IP)



Te co Backbone Global Picture

RAN CN
(Radio Access Network) (Core Network)
Facket Switch Domain

B o T e B i -y
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Station | e
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3 AN + IP-based Advanced Services



VoIP and SIGTRAN

RAN CN
{Radio Access Network) (Core Network)
Facket Switch Domain

Mobile ‘ . g IMs 3

Hd:lllﬂ-ll’f-'&
/ Radio Metwork
o Controller
Baze Station

Circuit Switched

Metwork

Blard to make 1
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S57-Based VolP Network

IREE LT community now has many protocol converters for
guhvVErsion of SS7 data to IP, primarily for the transportation

L

URVEICE and data over the IP networks. In addition new

SERVICES such as those based on IN will lead to a growing use
URNIESST network for general data transfers.

JEISNitave been a number of incidents from accidental action
USSR viich have damaged a network. To date, there have,
UISERIRVERY fewv aeliberate actions. Far from VolP here.



A shock of culture:
SS7vs. IP

m Different set of people

IT vs Telecom Operations
B New Open Technology
'n stack

= ©pen software

. {tntet"co'=a, Networks

SREIA0ILS ¢ =|nduced security problems
SEiiiel, QA, Acceptance tests, ...
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SCTP over IP
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%ﬁ SCTP Specs & Advantages

RFC2960

= SCTP: Stream Control Transmission
Protocol

BReliable datagram mode
sasaiie of TCP & UDP, improved
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SCTP Packets

Common Header |
et t+—+—+—+—+—+—F+—F+—F+—F+—F+—+F+—+F+—+—+—F+—F+—F—F—F—F—F—F—F—F—F—F—F+—+—+
Chunk #1 |
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|
-ttt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+
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Source Port Number |
et —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—F+—+
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CTP Common Header

Destination Port Number

Verification Tag

Checksum
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SCTP Chunk types

 Value Chunk Type

- Payload Data (DATA)

- Initiation (INIT)

- Initiation Acknowledgement (INIT ACK)

- Selective Acknowledgement (SACK)

- Heartbeat Request (HEARTBEAT)

- Heartbeat Acknowledgement (HEARTBEAT ACK)
Abort (ABORT)

Shutdown (SHUTDOWN)

Shutdown Acknowledgement (SHUTDOWN ACK)

- Operation Error (ERROR)

- State Cookie (COOKIE ECHO)

,00kie Acknowledgement (COOKIE ACK)

Reserved for Explicit Congestion Notification Echo (ECNE)
Reserved for Congestion Window Reduced (CWR)
Shutdown Complete (SHUTDOWN COMPLETE)
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SCTP In the wild

= Software

= Tons of proprietary implementations

= Open source implementations (Linux, BSD...)
sNetwork presence

- SL widespread with Linux 2.6 support

*ansfers “



SCTP Ports & Applications

J/sctp.tstf.net/index.php/SCTPscan/SCTPports
s Common ports from IANA and RFCs

ugmented with open source package ports

B Updated based on SCTPscan results

SN@INEN to contribution

SMURERRO Ut for the application fingerprinting
B @callanc t‘aﬂ\'/". INg
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>CTP Association: 4-way
" handshake

Server
socket (), bind(), Tisten(),

< 4
% — acoerx ()
]

_ONDEIE

I
—

INIT-ACK

B O K IE-ECHO

B0 K IE-ACK
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Servers
y
% -
=
INIT %
INIT i
INIT

INIT-ACK
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. REC & Implementation

Where implementation diverge from RFCs

RFC says « hosts should never answer to
INIT packets on non-existings ports. »

= RFC: 0, hacker: 1.
Syn scanning Is slow when no RST

L

B Same here, but thanks to over-helping
Implementation
&N scanning, hacker wins

35



Servers
ey
% -
INIT (port=a) %
ABORT —
INIT (pcrt=b)

INIT-ACK

36




Below the IDS radar

How many firewall logs dropped SCTP
- packets?

Jow many IDSes watch for SCTP
socket evil content?

= Dshield.org - Real life distributed IDS
SlEllndreds of thousands of IP scanned
BNt detected / Not reported as scanner

37



NIT vs SHUTDOWN ACK
Packet Scanning

From RFC 2960
= “8 4 Handle "Out of the blue" Packets

=  An SCTP packet is called an "out of the blue" (OOTB) packet
If it Is correctly formed, 1.e., passed the receiver's Adler-32 /
CRC-32 check (see Section 6.8), but the receiver is not able to
léentify the association to which this packet belongs.

eceiver of an OOTB packet MUST do the following: [...]
g}t the packet contains a SHUTDOWN ACK chunk, the

L

kEEEIVer should respond to the sender of the OOTB packet with
@SHUTDOWN COMPLETE.”
ERNISAaY to elicit answers even if not answering
NEI@ININS 10 INITs targeted at not-opened port.
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Demo: SCTPscan

Ike nmap for SCTP ports (-sS)

te: ~/sctptt ./scpscan-v11 —scan —autoportscan -r

g with Crc32 checksumed packet
ETP presert on part 2905
[P presert on part 7102

> presert on part 7103

39



SCTP Stack Fingerprinting

1SCTP stack reliability

= Robustness testing (stress testing)

= QA of a few stacks

= Fuzzing built-in SCTPscan

mBSC TP stack fingerprinting

iscrepancies in SCTP answer packets

B Different stack behaviours

& iviuch n states than TCP=opportunities
randomness



Presence - Distributed
- Collaborative Scaning

= SCTP application is rare on the internet
= But common on modern telco backbones

& Research needs collaborative effort
= Built-in collaborative reporting with SCTPscan.

SE0INg to be expanded for
= Euzzing results
=Application Fingerprinting

41



30ing up: SIGTRAN & SS7

hl AP ‘ AP ‘IN.E.F' (933 Plms= g I ‘
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3 ng up: upper layer protocols

= Key to the upper level

= M2PA and M3UA

& \/ulnerabilities

= Telecom potential

- chnical vulnerability

SRIhe expert way & the automated way

B Ethereal is our friend

=R need '. new packet captures: open call!
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‘Demo: Ethereal Dissection of
Upper Layer Protocols

- _.Fire up your Ethereal or Wireshark!
= Collect your own examples
= And contribute to the SCTPscan wiki!

SEOts of SS7 specifics In higher level protocols

8BICC, ISUP, TCAP, GSM-MAP protocols
SRESS and less IP-related
SRIBRIS only a bearer technology

S FENSPOI Lot.__ z



“ofc 'xortunlty” /

© Roger Ballen
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Vulnerability evolution

= Same as with TCP

= First, stack and “daemons” vulnerabilities
More and more application-level vulnerabllities
= Custom & Application-related
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References & Conclusion

= New realm

- = New “tunneling / VPN”
= Same Rules

= New fun!

of references, complex
EC 2960, 4166, 4666
STU (Now |
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TSTF Next Steps

|Gtrap - Signalling IDS & honeypot
= Started in 2007
= Open to partners: operator

BNEUWAESIC TRAN / SS7 attack tools
SiSsion specific for most of them

b
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Q&A, Thanks

= Questions?

= Thank you very much!

49



= Thanks a lot!

Q&A

50



Iscovering the backbone

Agenda

_RAN: From SS7 to

Attacking SIGTRAN
QYA |
el - BYOL

. History of telecommunications security
Review of digital telephony concepts

CP/IP
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. ~ Lab: Hands-on Agenda

Setup
Network Inventory
m Scanner vs. Targets

IScover a SIGTRAN architecture
BXloring & Finding vulnerabilities
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= Know

Required Skills

now to compile a C program
now TCP protocol works

now to use tcpdump and ethereal

53



" Hands on requirement

f;';'- with VVMware or bootable distribution with

= Ubuntu with Linux 2.6 kernel (scanner and dummy server tested ok) -
Download

= nUbuntu Live CD with Linux 2.6 kernel (scanner and dummy server
tested ok) - Download

= Linux 2.4 distribution (only scanner will work, not the dummy server)
= Solaris 10

Nexenta OS (GNU/Linux Solaris 10) (dummy server only) - Download
Instructions or distrib or VMware image at Distrowatch

MacOsX (scanner and dummy server tested ok)

Sgevare

€ Campiler (apt-get install gcc)
Glib 2.C evelopment library
Blopcag ‘.elopment librar
EERaUme (Lgpb Install tcpdump)
Siliereal (apt-get install ethereal)
pEIStat
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mportant workshop notes!

four computers / VMware images must be
Installed before the workshop.

Installation or vmware image setup Is not
ared during the workshop.

=RV have some ISOs of these Oses available for
pl@Wnload In any case, but beware of the short

(.
!

CLNES

- h'L'Lpi//SC'LpL'LSﬁZ Pscan/Workshop
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\lotes on VMware images

flake sure to select "Bridged mode™ for your
thernet connector.

Virtual Machine Settings E|

Hardware | Options

Device statusz

Connected
Connect at power on

Device Surnmary
Memory 256 ME
= Hard Disk {551 0:0)

(25 co-romM (IDE 1:0) Using image Diinu. .. il et Taly
1Ernet Bridged _ _ _
USE Cankraller Present (*) Bridged: Connected directly ta the phyzical network
mﬁ"ﬁ'”di':' Aukbo detect () MAT: Usged to share the host's IP address
B8 virtual Processors 1

() Host-only: & private netwaork. shared with the host

() Custom: 5 pecific virual netwark

] ] [ Cancel ] [ Help




Hands-on Tests

= \Who scans who?
= Scanners vs. Targets
B Scanning types

S7



Common problems

,::." try to run the Dummy SCTP server for testing, and | get: "socket:
- Socket type not supported"

\: Your kernel does not support SCTP sockets.

- SCTP sockets are supported by Linux Kernel 2.6 or Solaris 10.
For Linux, you may want to try as root something like: modprobe sctp
Then rerun: sctpscan --dummyserver

Note: you only need a SCTP-aware kernel to run dummyserver.
Scanning iIs ok with 2.4 linux kernels!

=olr M@ Os X, you may add support for SCTP in Tiger 10.4.8 by
downloading:

RiEeR://Setp.fh-muenster.de/sctp-nke.html

IStall the software package and run as root:

Kextload /System/Library/Extensions/SCTP.kext
IREIRYOU €an run “sctpscan -d" to run the dummy server.

NUEhat nwu won't report the use of the SCTP socket, use
ISiEeE: k

ISUREH | grep -



nubuntu 2.6.17-10-386 #2 Fri Oct 13 18:41:40 UTC 2006 1686 GNU/Linux

tiSinest will have different behavior:

IRUeE@Rtbuntu] ./sctpscan -d

RNt bind SCTP port

ERSEENNNG on SCTP port 10000

.\C

IREGEItvtnE ]

[ Lroot@nuluiniiey b

Creot@naulouinil] SVASTey noks -r 192.168.0 -p 10000
NEESSRNe with Crc32 checksumed packet

U, S [ n; on port 10000

(S . .

[_
)
05

4
D
{_l
=
©
I\J
H
(o)}
CD
O
.b
i)
o
1
=+
=
o
o
o
o
gk
<
i)
@D
=
A
3
H'
QJ
H
O
>
A
=
—
o/
o/

[GN)
Q) 0
(@

(@)
-
(D
{_l
'_I‘
C
|_\
©
I\J
H
(o))
00
O
.b
©
(@)
1
=
=
o
o
o
o
=+
<
©
()
(o)}
A
>
O
(@)
-
r~+
A
>
o
o
Pu)
i
o/
o/
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! "‘\q

ernel conflicts: MacOS X

LocaLM:st:~/Documents/sctpscan/ root# kextload
/System/Library/Extensions/SCTP.kext

Kextload: /System/Library/Extensions/SCTP._kext loaded successfully
localhost:~/Documents/sctpscan/ root# ./sctpscan -s -r 192.168.0 -p 10000
Netscanning with Crc32 checksumed packet

of scan: duration=9 seconds packet sent=254 packet rcvd=3 (SCTP=0, ICMP=3)

R@eallhost:~/Documents/sctpscan/ root# kextunload
g system/Library/Extensions/SCTP.kext

Re8%EUhload: unload kext /System/Library/Extensions/SCTP.kext succeeded
RUENh@StE: —/Documents/sctpscan/ root# ./sctpscan -s -r 192.168.0 -p 10000
\S&Seehining with Crc32 checksumed packet

SaElECket received from 127.0.0.1 port 10000 type 1 (Initiation (INIT))

Eha oif seElpks dutqtion=9 seconds packet_sent=254 packet_rcvd=5 (SCTP=2, ICMP=3)
RIS /Docunents/sctpscan/ root#

JIESSREENOF & remoate open port.
. 60



Thanks

':Thank you very much!

m_Special thanks to Emmanuel Gadaix, Fyodor
Yarochkin, Raoul Chiesa, Inode, Stealth,

SN@Ontact / Questions:
BERfiilippe Langlois - pl@tstf.net

. Cisco, Continous Comp,
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Backup slides

62



Comparison SCTP, TCP, UDP

EEECTP vs TCP vs UDP

| Services/Features  SCTP uoP |
Connection-oriented yes yes no
Full duplex yes yes YEs
Reliable data transfer yes yes no
Partial-reliable data Lransfer optional no no
Ordered data delivery yes yes no
Unordered data delivery yes no yes
Flow control yes yes no
Congestion control yes yes no
ECN capable yes yes no
Selective ACKs yes optional | no
Preservation of message boundaries yes no Yés
Path MTU discovery yes yes no
Application PDU fragmentation yes yes no
Application PDU bundling yes yes no
Multistreaming yes no no
Multihoming yes no no
Protection agaiﬁst SYN flooding attacks | yes no n/a
Allows half-closed connections no yes n/a
Reachability check yes yes no
Psuedo-header for cheglcsum no (uses vtags) | yes yes
Time wait state for vtags for 4-tusle | n/a 63
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