FRNOG#24 OVH
20 mars 2015 AS#16276

AntiDDoS : Threat detection with
Kafka and Storm

Steven Le/Roux
InfrastructurefEngineer



Année de création International Leader mondial Leader europeen

3e 1 er ‘:_?rf \J

hébergeur 8 hebergeur |\

Internet e |NeMEl
” en Europe

dans le monde* et en France*

700 000

clients dans le monde

30 points de présence (POP) connectés & notre réseau mondial en fibre optique

A
e g
‘.‘ lllllll‘
““““ Il.'.l‘l'IlIlIlIIIIIIlIII'IIIII
Wineneen

2 POP en Asie Bande passante

180 000

Serveurs

Levée de fonds

140 millions
d’euros

En activité En projet







< Kimsufi




E-commerce hublc Stockage
g HOSted mails

SMS NAS
CDN Blogs
VolP

Dedicated Cloudhébergement web

CIversS

xDSIL  instances

Noms de domaines




OVH Anti-DDoS




Master Control
Computer

! '-..'!_-:-ml:-ie:

v o
















3000 Ghps 1000 Ghps | 100MJ1GI10G

e L o L o L L L L L e Lo L L L L o Lo

a
o
=]

-a-ﬂ_l_':l

ey
£
=

Firewall JEs{elE Tilera 206G

Firewall Metwork

Cammm mmnn e ————
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Apache Kafka

A high-throughput distributed messaging system.

Linked in
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/ kafka,

8@ Clients
* Producers
= Consumers
@ Brokers
» Topics
= Partitions

» Replicas



/ kafka,

#commitL.og

15t Record

l

Mext
Becord
Written

0

+

| i
115121




/ kafka,
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/ kafka,

#pubsub
#multicast or #scaleup

Kafka Cluster

server 1 server 2
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/ kafka / topic
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/ kafka / topic / replicas
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/ kafka / topics
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/ kafka / scaling

# partitions

# consumers

The partition is the unit of scalability



/ kafka,

Producer
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/ kafka, / producers

Routers

Data Pipeline

((broker 1) (broker 2) (broker 3) (broker 4) (broker 5) (broker 6)




Stream Processing







/ storm

@ Topology (DAG)
= Spouts
» Bolts
» Tuples

Fields

@ Cluster
* Nimbus
® Supervisors
* Workers



/ storm / tuple
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/ storm / tuple

{field 1, field&,...,fieldn}



/ storm / tuple

__(field 1, field2... fieldn} —



/ storm / topology
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/ storm / topology / antiddos
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/ storm / topology / antiddos / scale
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/ storm / topology / antiddos / scale / parallelism
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otream Grouping




/ storm

Shuffle Grouping Field Grouping

Direct Grouping Other Grouping




/ storm / grouping

8 Attacks

* Router Grouping

@ Scans
» [P src Grouping



/ storm / features

8@ Attacks
® =1s detection time

= Scoring with
«  Filters
« Burst tolerance

@ Scans
= perlP
= per Proto



/ storm / event

8 Indexing

AlertBolt @ Prooving

8@ Producing
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Data Pipeline



#dataviz
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Nice speech...
... SO what ?




#issues

8 False positives
@ Strange behaviours from customers
» e.g. DB sync without connection pool
@ Application centric
®» |.e. UDP protocols



#solutions

8 Add other sources
@ Application Anti-DDoS

® Game

Half Life/Source
CS:GO

TeamSpeak /| Mumble
GTA

SA:MP

® More to come (any special need ?)
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TimeSeries DB

HDFS

#datalake



#aggregations

Metric

Haurly

1400 20 5 1450




#hardware

8 Nodes - Hardware
® CPU 16c¢/32t
= RAM 256GB

® Disks:
OS: Raid1l
Data : 10 disks

® per node
200 MB/s ~ 1,5-2 Gbps



#econfig

@ s 8 Kafka

= CPUIRAM bound S 2ound
® M+ tuplesls . -Ber;_(|\:/|ll (;g(;?:)
* No ackers *» No compression
®» Break SRP » No ackers
® Minimal workers

Avoid transfer buffer s

® Tuning

. num.io.thread
. num.network.thread
socket.*.buffer.*



OpenSOC




8 Clément Sciascia - @csciasci

8 Magnus Edenhill - @edenhilim

#Tha,nks ®  https://github.com/edenhill/librdkafka

8 LinkedIn - Apache Kafka

@ Nathan Marz - Apache Storm

@ Storm basic training — Mickael G. Noll #IIlOI‘e

® http://fr.slideshare.net/miguno/apache-storm-09-basic-training-verisign

8 Kafka documentation & basic Training — Mickael G. Noll



Thank you !

@StevenLeRoux
steven.le-roux@ovh.net




Appendices




Sample Producer

from kafka import SimpleProducer, KafkaClient, KafkaConsumer

kafka = KafkaClient("localhost:9092")
producer = SimpleProducer(kafka,)

producer.send_messages("topic", "message")



Sample Consumer

from kafka import SimpleProducer, KafkaClient, KafkaConsumer
kafka = KafkaClient("localhost:9092")

consumer = KafkaConsumer(
"topic”,
group_id="groupid",
metadata,_broker_list=["localhost:9092"]
)

for message in consumer:
print(message)



Sample Topology

TopologyBuilder builder = new TopologyBuilder();

builder.setSpout("integers", new genlnteger(), 10);

builder.setBolt("print", new DoubleAndTrippleBolt(), 3)
.shuffleGrouping("integers");



Sample Bolt

public class DoubleAndTripleBolt extends BaseRichBolt {
private OutputCollectorBase _collector;

@Override
public void prepare(Map conf, TopologyContext context,
OutputCollectorBase collector) {
_collector = collector;

}

@Qverride

public void execute(Tuple input) {
int val = input.getInteger(0);
_collector.emit(input, new Values(val*2, val*8));
_collector.ack(input);

}

@Qverride
public void declareOutputFields(OutputFieldsDeclarer declarer) {
declarer.declare(new Fields("double", "triple"));

}
}
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