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CYBERSECURITY
IS NOT EITHER

A PROBLEM OF
MEANS

800K records
EQU’F AX 57000 users

onom 500K accounts
solarwind

Tens of
thousands of

) emails servers
Microsoft

m 142M accounts

MGM GRAND.

n 267M records

32M accounts
high profile hack
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Capita/loneﬁ $80M

J.P Morgan 83M accounts
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Their unfair
advantages

Time

Time between vulnerability
& patch, intrusion and
detection, safe and ... sorry.

-
Lty

Shadow IT, Cloud, Saas, VPNs,
cloud drives, Containers, and VMs
created an uneven security level
across the perimeter. Supply chain
attack.

‘0.
=

Hackers use stolen servers, and
(mostly) free tools. According to
Deloitte, Cyber criminals don't even

need 1% of your budget to attack you.
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https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/deloitte-announces-new-cyber-threat-study-on-criminal-operational-cost.html
https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/deloitte-announces-new-cyber-threat-study-on-criminal-operational-cost.html

The “Castle strategy”,
like the walkman,
belong to the 80’s

Since IT ressources are scattered across

Let’'s help them assess who to trust in millisec

ﬁﬁi Reputation can & Crowd is the key to it
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Alread izing the fight
Local IPS e e e ah BUILDING THE
Global CTI gglelglighy
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MassiveLy
L coLLaBoraTive

L ipDPs

L' a2

= § |
v ours yours

journald, Cloudtrail, community
SIEM, etc. {?

File, Syslog, Kinesis, E%{

The IDS detects threats

based on behavior
scenarios

IDS

Connect the data
source you want




BEHAVIORENGINE = [IRNS
CYBERSEC HYGIENE  [JSS IRl LA

(Applicative) (lateral move) abuse

e

Credentials XSS, sQlLi, &
Brute-forcing Php-based
armageddons

Nowadays, everything generates

) ] Credential or Bot Targeted
logs and if you can describe the credit card Scalping & ottgocks
behavior you look for, CrowdSec stuffing Seraping

will find it.
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data sources (logs)

——

alerting

.." slack splunk

httpapi | @ elasticsearch

API-driven

Allows complex setups

log
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DevOps friendly E E J | push signal ——»
Helm, serverless etc. 2 . . . ‘
= <<—receive community blocklists: X
Parsers & Scenarios = . E i
Scales i
Logs are great for sharding. i)
CrowdSec too Query decisions for IPs
Wordpress Bouncer @ A Cloudflare bouncer
Portabilite

Debicn/RPM/DOCker/FreeBSD/ Nginx Bouncer m ‘ Firewall bouncer
Windows
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BOUNCING

AT every LeveL Fly

iptables/nftables/pf/win

()BGP




Free. Forever. periob.

. OPEN SOURCE (MIT)
. FREE (to use, copy, modify)

We monetize
access to CTl for
those not sharing

MIT license. \ Transparent,

Opened to

As free as it can be auditable and contribution

trustable.

4T

Glve.. AND THOU SHall receive. CrowdSec




YOUR LOGS ARE
*NEVER* EXPORTED

We only
collect

GENERAL DATA
PROTECTION REGULATION

------

------

------

FLeeT FeaTures

selL~ moniToring
& FOrenslic

APl aCCess (ONnLY FOor
PeOoPLE NOT SHarnaG)

A
.

CerdSec



Time dependant

A malicious IP was once clean

It's rogue only when a criminal owns it

We detect it through its activity

And it will be cleaned one day by its owner

Each IP is refreshed every 72 hours max

BAD IP?
Context is key

;ﬁ;@
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There is no fire without smoke

Whitelist
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http://www.youtube.com/watch?v=06ZP7DHkR8E&t=8



http://www.youtube.com/watch?v=dkJxEOWnxEw



http://www.youtube.com/watch?v=E3npOjIHSDA

Activity report of 92.50.154.66

92.50.154.66.static.ufanet.ru
Range: 92.50.128.0/18
AS: 3SC Ufanet (24955)

Known for: (SSH Bruteforce |

Leafiet | © OpenStreetMap contributors

W Ufa, Russia

Community report @ Confidence level : high How did this IP attack your environment?

Aggressiveness

All time
Last 24 hours Last 7 days IP range

gy,
S Wiy, § 7 QW
e |

%,
%, | -—

Very No trace of this IP on your alerts.
~ aggressive
Report period
Jan  Feb Mar Jun Jul  Aug Sep Oct Nov Dec Comments (internal to your organization)

Apr 1-Today (about T month)

Categories (VPN| (Dangerous Services Exposed:\

(Many Open Ports|

(crowdsec Community Blocklist |

Attack details (SSH Bruteforce | ljslow SSH Bruteforce |




SAFER TOGETHER

https://crowdsec.net



