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RIPE NCC Access account
• Single Sign On getaway

• Used for accessing different RIPE NCC services

• For RIPE NCC non members (RIPE Atlas, RIPE Database, mini 
portal for End users)

• For RIPE NCC members LIR PORTAL ( transfer request, RPKI 
dashboard)



Xavier Le Bris | FRNOG39 | 26 April 2024 4

RIPE NCC Access Security investigation

• Credentials leaked published online 

• Brute force attack 

•  870 RIPE NCC account exposed publicly

•  8 members RIPE NCC Accounts potentially compromised

• 2FA was not mandated 

• Password strength too low
https://www.ripe.net/support/documentation/disclosures-and-
reports/ripe-ncc-access-security-investigation-report/
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Actions taken
• Reset of all compromised password

•  Internet number resources monitor for 104 vulnerable LIRs

• Reached out to the RIPE NCC account modified

• Restored RIPE NCC account after verifying the identity of 
holder

• Checked that no unauthorised changes happened for the 
compromise accounts 
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• We have been working on enhancing the security of 

RIPE NCC Access 

• Two-Factor Authentication (2FA) is now mandatory 

on all RIPE NCC Access accounts 

• Read more from RIPE NCC’s Chief Technology 

Officer, Felipe Victolla Silveira

- https://labs.ripe.net/author/felipe_victolla_silveira/

enhancing-the-security-of-ripe-ncc-access-recent-and-

upcoming-changes/ 

https://labs.ripe.net/author/felipe_victolla_silveira/enhancing-the-security-of-ripe-ncc-access-recent-and-upcoming-changes/
https://labs.ripe.net/author/felipe_victolla_silveira/enhancing-the-security-of-ripe-ncc-access-recent-and-upcoming-changes/
https://labs.ripe.net/author/felipe_victolla_silveira/enhancing-the-security-of-ripe-ncc-access-recent-and-upcoming-changes/
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Mandatory 2FA
• When an existing user without MFA signs in they are receiving an email to 

enable it 

                            

• Link expires after 1 hour
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User sets up 2FA
• Download authenticator 
• Scan the QR code
• Device name  is used to recognise your authenticator

• User setups recovery codes
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• RIPE NCC access account ADMIN

• Cleanup outdated user accounts 
• remove mailing list used as RIPE NCC access account.
• Invite individuals email via the LIR PORTAL

Membership 2FA overview
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Overtime statistiques
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Future developments
• New feature request, Please send them to us 

• more 2FA methods on the planning for Q2
https://www.ripe.net/support/documentation/quarterly-planning/
business-applications/

https://www.ripe.net/support/documentation/quarterly-planning/business-
https://www.ripe.net/support/documentation/quarterly-planning/business-


Charging Scheme 2025 
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• The proposed models guarantee adequate funding for 
2025 and 2026

• Consultation launched in March  
- https://www.ripe.net/membership/mail/charging-scheme-2025-

consultation    
• Make sure to register and vote at the General Meeting and 

have your say!

https://www.ripe.net/membership/mail/charging-scheme-2025-consultation
https://www.ripe.net/membership/mail/charging-scheme-2025-consultation


General Meeting May 2024

Xavier Le Bris | FRNOG39 | 26 April 2024

• RIPE NCC General Meeting will take place 22-24 May 2024
• Online and adjacent to the RIPE 88 meeting in Kraków
• Three resolutions to vote on and Executive Board election to 

fill two seats
• Register for the GM at
- https://my.ripe.net/#/meetings/active 
• More information about the GM is available at
- https://www.ripe.net/gm/may-2024

https://www.ripe.net/gm/may-2024
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xavier@ripe.net


